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vABSTRACT
On the Internet, malicious software (malware) is one of the most serious threats 
to system security. Major complex issues and problems on any software systems are 
frequently caused by malware. Malware can infect any computer software that has 
connection to Internet infrastructure. There are many types of malware and some of 
the popular malwares are botnet, trojans, viruses, spyware and adware. Internet users 
with lesser knowledge on the malware threats are susceptible to this issue. To protect 
and prevent the computer and internet users from exposing themselves towards 
malware attacks, identifying the attacks through investigating malware log file is an 
essential step to curb this threat. The log file exposes crucial information in identifying 
the malware, such as algorithm and functional characteristic, the network interaction 
between the source and the destination, and type of malware. By nature, the log file 
size is humongous and requires the investigation process to be executed on faster and 
stable platform such as big data environment. In this study, the authors had adopted 
Hadoop, an open source software framework to process and extract the information 
from the malware log files that obtains from university’s security equipment. The 
Python program was used for data transformation then analysis it in Hadoop simulation 
environment. The analysis includes assessing reduction of log files size, performance 
of execution time and data visualization using Microsoft Power BI (Business 
Intelligence). The results of log processing have reduced 50% of the original log file 
size, while the total execution time would not increase linearly with the size of the 
data. The information will be used for further prevention and protection from malware 
threats in university’s network.
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ABSTRAK
Dalam persekitaran Internet, perisian berbahaya (malware) adalah salah satu 
ancaman yang paling serius terhadap keselamatan sistem. Kebanyakan isu dan 
masalah rumit yang berlaku dalam sistem adalah disebabkan oleh serangan malware. 
Malware boleh menjangkiti mana-mana komputer atau peranti berkaitan yang 
membuat capaian ke internet. Terdapat pelbagai jenis perisian / aplikasi yang bertujuan 
jahat, antaranya adalah botnet, trojan, virus, spyware dan adware. Pengguna internet 
yang tidak mengetahui dan kurang berhati-hati akan mudah diserang dan dijangkiti 
malware. Untuk melindungi dan menghalang pengguna komputer dan internet 
daripada serangan malware, mengenalpasti bentuk serangan melalui penyiasatan fail 
log malware merupakan langkah terbaik dalam mengekang pelbagai ancaman. Fail log 
mendedahkan maklumat penting dalam mengenalpasti malware seperti ciri-ciri utama 
malware, algoritma yang digunakan, sumber rangkaian malware dan jenis malware 
yang kerap menyerang pengguna. Secara dasarnya, saiz fail log adalah sangat besar 
dan memerlukan proses analisis dijalankan pada platform yang lebih cepat dan stabil 
seperti persekitaran big data. Dalam kajian ini, penulis telah menggunakan Hadoop 
yang merupakan kerangka perisian sumber terbuka untuk memproses dan mengekstrak 
maklumat daripada fail log malware yang diperolehi daripada peralatan keselamatan 
universiti. Program Python telah digunakan untuk transformasi data kemudian 
menganalisisnya dalam persekitaran simulasi Hadoop. Proses analisa ini termasuk 
menilai pengurangan saiz log fail, prestasi masa pelaksanaan dan visualisasi data yang 
menggunakan Microsoft Power BI (Business Intelligence). Hasil pemprosesan log 
telah menurunkan 50% dari saiz file log asal, sementara waktu pelaksanaan total tidak 
akan meningkat secara linear dengan ukuran data. Maklumat ini akan digunakan untuk 
pencegahan dan perlindungan lanjut daripada ancaman malware dalam rangkaian 
universiti.
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CHAPTER 1
INTRODUCTION
1.1 Overview
Malware in generally is a software or computer programs that is specifically 
designed by somebody to infiltrate, gain access or damage computers or systems 
without the user’s consent. There are various types of malware including viruses, 
spyware, trojan horse, worms, backdoor, keyloggers, exploit, rootkit, or any type of 
malicious code that infiltrates a computer. Refer to (Devesa et al., 2010), malware is 
the high priority problem and issue to internet security people and also to security 
researchers and poses a major threat to the privacy information and data of internet 
users.
Generally, software code is considered malicious code based on the intent of 
the writer rather than its actual features. Malware creation is on the rise due to the sheer 
volume of new types created daily and the lure of money that can be made through 
organized internet crime. Malware was originally created as experiments, but 
eventually led to criminals and destruction of targeted machines. Based on (Abraham 
and Chengalur-Smith, 2010), when malware is activated, it makes various changes in 
the computer by opening backdoors that enable it to spread to other machines. It also 
executes defensive strategies in order to remain undetected.
2Today, a lot of malware is created for profits and gains. The malware attacks 
through forced advertising such as adware, stealing sensitive information using 
spyware, spreading email spam or child pornography in zombie computers, or to extort 
money through ransomware (Hampton and Baig, 2015). Based on (Divya, 2013), 
various factors can make computers more vulnerable to malware attacks, including 
weaknesses in operating system design, majority of users are using same OS on the 
network or uncontrolled and unmanaged user’s permission.
The best protection from malware continues to be the usual advice. Refer to 
(Dang-Pham and Pittayachawan, 2015), internet users must be careful about what 
email attachments is opened, be cautious when surfing and stay away from suspicious 
websites, and install and maintain an updated and quality antivirus or anti­
malware program.
1.2 Background of the problem
With the growth and vibrancy of internet-based systems and applications, it has 
increasing number of internet users worldwide. The large number of user have created 
a big opportunity for cyber criminals to take advantage of internet systems. Internet- 
based systems and applications has facilitated the business or services, so many users 
become more dependent on the online environment. Because of that, we can clearly 
see a massive growth in malware attacks and cyber-criminal activities across the globe.
Malware is a malicious software that can be used by intention person to control 
overall computer functions, steal confidential and sensitive data, bypass permission 
access control, or otherwise cause harm to the victim’s computer. Malware is referring 
to the malicious software, a variety of malicious programs. There is variety of malware 
and based on (Filiol, 2010), the most common types of malware are bots, viruses, 
worms, spyware and Trojans.
3Malware, also refer to using the abridgement malware, it scans internal and 
external network resources in order to find specific vulnerabilities to exploit it. There 
are many ways or method for malware to attack and infect computers. The most 
common method by clicking pop-up or links and subsequently installing a program or 
code into computers system. The programs or malicious code will execute actions that 
the user doesn’t anticipate or intend.
Execution can be triggered by several user actions, but the most common 
trigger is a click, typically on a link or pop-up. When user click the link or pop-up 
message/advertisement, it automatically downloads a malicious software/application 
into computer. Criminals or attackers will use and manipulate malware applications 
and codes to take fully control of a computer and then steal confidential data and 
valuable information.
Refer to (Jing et al., 2015), the increase in malware attacks have caused security 
hardware to operate more effectively and strongly. With various types of malware and 
continuously attacks to achieve its objective, will generate a lot of logs in security 
protection system such as IPS and IDS in organization. The log size keeps increasing 
and became a large number in Terabytes and Petabytes.
To have strategic protection and prevention in malware attacking and infection, 
the security log files have to analyse. In analysing a large files and unstructured data, 
a big data framework and approach is the right choice and the best (Mishra and Singh, 
2016, Verma and Pandey, 2016).
1.3 Problem Statement
Malware activities must be analysed for assessment of damage and further 
prevention. This analysis can determine exactly what happened, how happened and 
when happened. But, to analyse malware activities is not straight forward and easy 
because we must work with raw data (log files) obtained from network equipment such
4as firewall and Internet Access Management with a certain period of time (weekly, 
monthly, and yearly). With collecting and combination from certain period and various 
sources to have full analysis, malware log files become large size and the tools used 
are not capable of handling high volume of data. With the large log files, we need 
appropriate and powerful system for analysing big data. Therefore, Hadoop is 
proposed as a framework to process and analyse malware log files and Power BI as 
analytical tool used for data visualization.
1.4 Research Question
The main research question of this study is how to produce analysis of malware 
log files for internet investigation using Hadoop. The specific research questions are:
i. What is study related to malware log analysis in internet access 
environment?
ii. How to identify the proper technology for analysing malware attack in big 
data environment?
iii. How the analyse malware log files can improve the method in protection 
and prevention from malware attack?
1.5 Aim of Research
The aim of this research is to improve the process of analysing malware log 
files obtained from security equipment in order to provide strategic security analysis 
results.
1.6 Research Objective
5The main objective of this project is to produce analysis of malware log files 
for Internet investigation using Hadoop. While the specific objectives of this study are:
i. To study the attributes and information related to malware log files 
analysis for internet access investigation.
ii. To design and develop a Hadoop environment for analysis malware log 
files.
iii. To evaluate performance of execution time and visualize the overall 
analysis of malware activities / attacks.
1.7 Scope of the Study
The scopes of the research are:
i. The study has only involved in analysing malware log files in order to trace 
intruder activities.
ii. The work will be focused on analysing internet access log files of 
University Technology Malaysia, which are obtained from network 
equipment.
iii. All types of malware are going to analyse including virus, worm, trojan, 
botnet, spyware, backdoor and rootkits.
iv. The sample log files used in this study are the current and archived log 
files that have been used for incident investigation.
v. The study will involve Hadoop implementation and log analysis.
vi. Sample log files will be analysed using the Apache Hadoop framework
vii. The simulation will be run using Hortonworks Sandbox with HDP 2.3.2
viii. The simulation will only involve one node cluster by using a single 
machine.
ix. The analysis tools will involve Hadoop component and Microsoft Power
BI (Business Intelligence).
61.8 Significance of the Study
Generally, this study will be a significant contribution to the intrusion 
investigation in universities and any other organization in term of security, efficiency 
and cost effectiveness. This study will also benefit to the university Information and 
Communication Technology (ICT) incident response team in a way to provide security 
analysis result that will assist in decision making and future prevention strategy 
regarding network security especially attack by malware. For future research, this 
study can give researchers another view and technique of malware identification and 
analysis in proper framework and environment for analysing.
1.9 Thesis outline
This thesis is divided into 6 chapters and organised as follows:
Chapter 1: In this chapter, will discuss an overview of malware in which the 
specific problem and issues about malware analysis were identified. Then, the 
objective of this project is clearly stated with specific research question to support 
research input. The scopes of this project are clearly mentioned and also the significant 
outcome of this project.
Chapter 2: In this chapter, will summarize the relevant literature in this research 
area. Paper review that related to malware detection and classification, analysis of log 
files, especially for security and firewall log, high volume data analysis and big data 
environment.
7Chapter 3: In this chapter, will highlight the research methodology are used to 
manage and completing this project. It will describe and explains the study outline and 
method in conducting the research.
Chapter 4: This chapter will explain the configuration and implementation of 
the proposed simulation model of malware log analysis for internet access 
investigation. The overall implementation involved two main process which were log 
processing and log data analysis.
Chapter 5: In this chapter will describe and presents the results of experimental 
implementation and also the analysis of the results in the research simulation. The 
results are presented in the form of tables and several types of visualization with detail 
explanation.
Chapter 6: In this final chapter, will summarize and conclude the overall 
research project as well as discuss the research contributions, constraints and future 
works.
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